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Wide area networks connect 
geographically distributed sites



Wide area networks are often used 
to transmit sensitive information



To increase their security, WANs are often built 
on dedicated infrastructure



How can we build secure WANs 
on shared infrastructure?
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The CIA triad describes the 
most important security goals

Confidentiality Integrity

Availability



We identified the most relevant threats 
and possible mitigations

Mitigations →

Threats ↓
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Confidentiality

Eavesdropping (payloads) ✔ ✔/✗

Eavesdropping (metadata) ✔ ✔ ✔/✗

Traffic hijacking ✔ ✔

Integrity
Traffic injection ✔

Traffic modification ✔

Availability

Traffic dropping ✗ ✔

Traffic hijacking ✔ ✔

Congestion ✗ ✔/✗ ✔

Volumetric DDoS ✔ ✔ ✔ ✔

Topology changes ✔
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Encryption hides the contents of packets, 
but can still leak information



Padding and traffic shaping obfuscate 
the “shape” of packets
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SCION is a new Internet routing architecture

S
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ext-generation networks



The biggest difference between SCION and 
today’s Internet is who selects the path

should go to should go to

via



SCION started as a research project
with the first publication in 2011



Researchers from ETH Zürich are leading 
the academic development of SCION



Many more publications followed…



… and also commercial offerings
Anapaya (ETH Spin-Off) in 2017

ISP offerings 

around 2020
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Some WANs run at high bandwidths, which requires 
high-performance protection mechanisms
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SCION is commercially available, but many other 
components only exist as research prototypes

Technology Offered by ISPs Technology Readiness Level

IPsec Not needed 9 (Actual system proven in operational environment)

SCION connectivity Yes 7 (System prototype demonstration in operational environment)

FABRID Not yet

3 (Experimental proof of concept)

Helia Not yet

Lightning Filter Not yet

ACC-Turbo Not yet

DITTO Not needed
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We built a testbed using commercially available 
SCION connectivity



How can we build secure WANs 
on shared infrastructure?
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▪ Red team (attackers) vs. Blue teams 

(defenders)

▪ 1 Red team

▪ ~20 Blue teams from different 

countries

▪ Game infrastructure is in Estonia

▪ Blue teams connect remotely via VPN

Locked Shields is the largest live-fire 
global cyber defense exercise



The CYD Campus helped the Swiss Blue Team at 
Locked Shields to use SCION



The Swiss Blue Team used three independent 
networks to access the Locked Shields network

Starlink

Internet



Our architecture allows cost-effective WANs 
spanning over many countries

Member
country

Non-member 
country
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