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SDN-based Network Obfuscation

This thesis

§ Communication anonymity
who is communicating with whom?

§ Volume anonymity
how much traffic flows between host X and Y?

§ Topology anonymity
how many hosts are in the network?



SDN-based Network Obfuscation

This thesis

§ Network-based approach
No modifications at end-hosts

§ Software-Defined Network
New network architecture
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Architecture

Layer 2 network

With some SDN switches

And a central controller

Attacked by an eavesdropper

Protected by our system
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Packet from A to B enters the
network
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Ingress switch notifies controller
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Controller computes & installs flow
rules
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Ingress switch obfuscates source
and destination
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Core switch forwards obfuscated
packet
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Egress switch de-obfuscates source
and destination
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How does the rewriting work?
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Rewriting as a trade-off between 
anonymity and scalability

Unique ID per flow
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Unique ID per host

Our hybrid approach
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Rewriting scheme

A B

Match-fields with arbitrary bitmasks

Interpret as bit-string of 160 bits

Randomly select bits that are used for
source and destination ID

Set other bits to random values

Add source and destination ID

0 1 00 0 10100 1 1 0 1 11

01001001 00110111

ʡƥȵ

Map source and destination to IDs

MAC src MAC dst IP src IP dst

0 1 00 0 10100 1 1 0 1 11
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This thesis

+ Partial deployment

+ Improved scalability at network edge

+ Evaluation based on real user traffic

Follow-up work

https://itap.ethz.ch
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Thank you! Questions?

https://itap.ethz.ch


