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Wide area networks connect 
geographically distributed sites

Dr. Vincent Lenders, Dr. Roland Meier 2
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Wide area networks are often used 
to transmit sensitive information

Dr. Vincent Lenders, Dr. Roland Meier 3

Government data

Military traffic

Data center replication



VBS / armasuisse / W+T / Cyber-Defence Campus

VPN tunneling over the Internet

4Dr. Vincent Lenders, Dr. Roland Meier

A poor man’s approach for building WANs

Drawbacks:

• Performance

• Resilience

• Security and privacy

Point A VPN 

device

Data 

packets

Data 

packets

VPN 

device

Point BInternet
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To increase their security, WANs are often built 
on dedicated infrastructure

Dr. Vincent Lenders, Dr. Roland Meier 5
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6Dr. Vincent Lenders, Dr. Roland Meier

Requirements for “Military-Grade” Networks

Security

confidentiality, integrity, availability

Resilience

function in degraded or contested environments

Scalability

rapid deployment, interoperability, modular design

Performance

low latency, high bandwidth, QoS
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Building military-grade wide area networks over shared infrastructures

7Dr. Vincent Lenders, Dr. Roland Meier

Our vision
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8Dr. Vincent Lenders, Dr. Roland Meier

Selection of CYD Campus activities related to SCION

Research Innovation Evaluation

Secure WAN architecture 

based on SCION

–

DDoS mitigation systems

–
Fine-grained path 

selection based on router 

properties

Secure communication 

with Threema over 

SCION

–

5G core network over 
SCION

Independent security 

analysis of SCION 

implementations and 

appliances

–
Performance testing of 

SCION in combination 

with other protections
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In 2020, the CYD Campus decided to build its own 
“SCION Lab” based on commercial offerings
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10Dr. Vincent Lenders, Dr. Roland Meier

Inauguration of the SCION Lab in 2022
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In 2023, the CYD Campus extended the SCION Lab 
by an additional connection in Estonia
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12Dr. Vincent Lenders, Dr. Roland Meier

Use Case: Locked Shields, the largest live-fire 
global cyber defense exercise
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13Dr. Vincent Lenders, Dr. Roland Meier

The Swiss Armed Forces used three independent 
networks to access the Locked Shields network

Starlink

Internet



VBS / armasuisse / W+T / Cyber-Defence Campus

14Dr. Vincent Lenders, Dr. Roland Meier

Selection of CYD Campus activities related to SCION

Research Innovation Evaluation

Secure communication 

with Threema over 

SCION

–

5G core network over 
SCION

Independent security 

analysis of SCION 

implementations and 

appliances

–
Performance testing of 

SCION in combination 

with other protections

Secure WAN architecture 

based on SCION

–

DDoS mitigation systems

–
Fine-grained path 

selection based on router 

properties



VBS / armasuisse / W+T / Cyber-Defence Campus

This is joint work with researchers 
from ETH Zürich

Marc Wyss(1), Roland Meier(2), 

Llorenç Romá(2), Cyrill Krähenbühl(1), 

Adrian Perrig(1), Vincent Lenders(2)

(1) (2)

armasuisse
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How can we build secure WANs 
on shared infrastructure?

16



VBS / armasuisse / W+T / Cyber-Defence Campus

How can we build secure WANs 
on shared infrastructure?
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The CIA triad describes the 
most important security goals

Confidentiality Integrity

Availability

Dr. Vincent Lenders, Dr. Roland Meier 18
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We identified the most relevant threats 
and possible mitigations

Mitigations →

Threats ↓
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Components | Roadmap

How can we build secure WANs 
on shared infrastructure?

23



VBS / armasuisse / W+T / Cyber-Defence Campus

Components | Roadmap

How can we build secure WANs 
on shared infrastructure?

24



VBS / armasuisse / W+T / Cyber-Defence Campus

We identified the most relevant threats 
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Encryption hides the contents of packets, 
but can still leak information

Dr. Vincent Lenders, Dr. Roland Meier 28
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Padding and traffic shaping obfuscate 
the “shape” of packets

Dr. Vincent Lenders, Dr. Roland Meier 29
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Mitigations →
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An adversary can “hijack” Internet traffic

Send me all your 

traffic, I can 

forward it for you

Dr. Vincent Lenders, Dr. Roland Meier 31
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An adversary can “hijack” Internet traffic

Dr. Vincent Lenders, Dr. Roland Meier 33
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We identified the most relevant threats 
and possible mitigations
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Mitigations →

Technology ↓
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Mitigations can be implemented using 
a combination of existing (research) works
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42Dr. Vincent Lenders, Dr. Roland Meier

FABRID for flexible routing
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43Dr. Vincent Lenders, Dr. Roland Meier

One of the use-cases: Avoid network devices 
with outdated software
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• Manufacturer

• Hardware

• Software (+ patch level)

• Geolocation

• Jurisdiction

• CO2 emissions

44Dr. Vincent Lenders, Dr. Roland Meier

Paths can be selected with 
many different objectives



VBS / armasuisse / W+T / Cyber-Defence Campus

Some WANs run at high bandwidths, which requires 
high-performance protection mechanisms

Dr. Vincent Lenders, Dr. Roland Meier 45
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Components | Roadmap

How can we build secure WANs 
on shared infrastructure?

Dr. Vincent Lenders, Dr. Roland Meier48
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SCION is commercially available, but many other 
components only exist as research prototypes

Technology Offered by ISPs Technology Readiness Level

IPsec Not needed 9 (Actual system proven in operational environment)

SCION connectivity Yes 7 (System prototype demonstration in operational environment)

FABRID Not yet

3 (Experimental proof of concept)

Helia Not yet

Lightning Filter Not yet

ACC-Turbo Not yet

DITTO Not needed

Dr. Vincent Lenders, Dr. Roland Meier 49
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Requirements for “Military-Grade” Networks

Security

confidentiality, integrity, availability

Resilience

function in degraded or contested environments

Scalability

rapid deployment, interoperability, modular design

Performance

low latency, high bandwidth, QoS
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Selection of CYD Campus activities related to SCION

Research Innovation Testing

Secure WAN architecture 

based on SCION

–

DDoS mitigation systems

–
Fine-grained path 

selection based on router 

properties

Independent security 

analysis of SCION 

implementations and 

appliances

–
Performance testing of 

SCION in combination 

with other protections

Secure communication 

with Threema over 

SCION

–

5G core network over 
SCION
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cydcampus.admin.ch

cyber-defence-campus

@cydcampus

cydcampus.admin.ch

vincent.lenders@ar.admin.ch

Vincent Lenders

Thank you for your attention!

roland.meier@ar.admin.ch

Roland Meier
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