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Abstract: Identifying compromised hosts from network traffic traces has become
challenging because benign and malicious traffic is encrypted, and both use the same
protocols and ports. Machine learing-based anomaly detection models have been
proposed to address this challenge by classifying malicious traffic based on network

flow features leamed from historical pattems. Previous work has shown that such
models successfully identify compromised hosts in the same network environment in
which they were trained. However, cyber incidence response teams often have to look
for intrusions in forcign networks, and we have found that leamed models often fail

to generalize 1o different network conditions. In this paper, we analyse the root cause

of this problem using five network traces collected from different years and teams of

Locked Shields, the world's largest live-fire cyber defence exercise. We then explore
techniques to make machine learing models generalize better to unknown network
environments and evaluate their accuracy.
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|dentification / classification
Categorisation

Assessment
Recommendation

Prediction

What is it?

What belongs together?

What is important?

What should be done?

What will happen?
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Locked Shields 2023 and 2024: Data collection
during the partners run

LSPR23: A Novel IDS Dataset from the Largest

Live-Fire Cybersecurity Exercise
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. . developing new lress these threats
[ ReS u It - Pa pe r Wlth p u b I I C d ataset has emerged. Most chine learning.
- But these systems need eristics of
malicions traffic. Such datases
available.
This paper advances the state of the
IDS dataset. The dataset originates from Lo
maost extensive live-fire cyber defense exercises. res that (i) it con-
tains realistic behavior of attackers and defenders; t contains sophisti-
cated attacks; and (iii) it contains labels because the attacker’s actions are
documented.

/,} The dataset includes approximately 16 million network flows, of which
c c Y c 0 N approximately 1.6 million were labeled as attacks. What is unique about
t/j this dataset is the use of a new labeling technique that increases the :mf:urat‘lg,?

level of data labeling.
We evaluate the robustness of our dataset using both quantitative and

qualitative methodologies. We begin with a quantitative examination of
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LSPR

24

Automated detection and

response to some types of
attacks (Cobalt Strike)

Evaluation in a simulated
environment during the next 12
months

Evaluation in LS 2025 with other
Blue Teams
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