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Only level 0 and level 1 exist today
Levels 0 – 2 exist today
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Five tasks for AI

Categorisation

Identification / classification

What belongs together?

What is it?

Assessment What is important?

Recommendation What should be done?

Prediction What will happen?
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Locked Shields 2023 and 2024: Data collection 
during the partners run

• We participated as a blue team during 
the partners run

• Blue team was passive

• Goal: Collect data for future 
developments

• Result: Paper with public dataset
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And after the Locked Shields 2024?

• Automated detection and 
response to some types of 
attacks (Cobalt Strike)

• Evaluation in a simulated 
environment during the next 12 
months

• Evaluation in LS 2025 with other 
Blue Teams
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Towards a fully automated Blue Team 

at Locked Shields

Thanks for your attention!

Dr. Roland Meier

armasuisse

roland.meier@ar.admin.ch
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