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There are not enough experts in this field
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AI is everywhere…
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… why not in cyber defense?
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[Kaspersky]
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Locked Shields is the largest live-fire 

global cyber defense exercise

Picture: NATO CCDCOE

Dr. Roland Meier 9



VBS / armasuisse / W+T / Cyber-Defence Campus

Locked Shields is the largest live-fire 

global cyber defense exercise

Picture: NATO CCDCOE

▪ Red Team vs. Blue Team exercise

Attackers
1 Team

Defenders
1 Team / country

▪ > 1’000 experts from 30 nations

▪ > 4’000 systems

▪ > 2’500 attacks
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Locked Shields is organized 

by the NATO CCDCoE
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Each Blue Team is responsible 

for its network (“Gamenet”)

e.g., a military air base
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The Gamenet consists of a 
large variety of systems
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Each Blue Team is responsible 

for its network (“Gamenet”)

e.g., a military air base

3 main tasks:

▪ Perform initial hardening

▪ Defend against attacks

▪ Communicate with other teams
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Besides defending its network, 
a Blue Team needs to communicate with other teams

Yellow Team

Green Team

Provide periodic reports

Gamenet status, reverting of devices

User Simulation Team Read, address and respond to support tickets

White team Voice or video calls through the Gamenet
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The number of people required 
in a Blue Team continuously increases

16Dr. Roland Meier

[Smeets, Max. "The role of military cyber exercises: A case study of Locked Shields." CyCon 2022]
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Research goals

19Dr. Roland Meier

How can automation / AI help for cyber defense?

And eventually…

What would it take to have a fully automated Blue Team 

in a future iteration of Locked Shields?
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The history

20
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Four stages in the exercise

RecoveryReportingMonitoring & responseInitial hardening

Prepare systems 
before attacks start

Monitor systems while 
they are under attack 
and mitigate attacks

Respond to user requests 
and provide incident reports

Restore and fix 
compromised systems

Dr. Roland Meier 21



VBS / armasuisse / W+T / Cyber-Defence Campus

Automated Blue Team

framework overview

Picture: NATO CCDCOE

ControlInput Output
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Automated Blue Team

framework overview

Picture: NATO CCDCOE
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Automated Blue Team

framework overview

Picture: NATO CCDCOE

Sensors (examples)

Network traffic

Event logs

External monitoring

Support tickets

Remote 

management

Firewall and  

routing rules

Device reset

Chat message

Report

A
c
tu

a
to

r 
O

u
tp

u
t 
In

te
rf

a
c
e

S
e

n
s
o

r 
In

p
u

t 
In

te
rf

a
c
e

Actuators (examples)

Device credentials

Control

Dr. Roland Meier 24



VBS / armasuisse / W+T / Cyber-Defence Campus

Automated Blue Team

framework overview

Picture: NATO CCDCOE
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Automated Blue Team

framework overview

Picture: NATO CCDCOE
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Five tasks for AI

Categorisation

Identification / classification

What belongs together?

What is it?

Assessment What is important?

Recommendation What should be done?

Prediction What will happen?
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AI for initial hardening

Categorisation

Identification / classification

Find groups of similar devices

Assessment

Recommendation

Prediction

RecoveryReportingMonitoring & responseInitial hardening
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AI for monitoring and response

Categorisation

Identification / classification

Detect malicious patterns in log files

Detect malicious network traffic

Assessment

Recommendation

Prediction

RecoveryReportingMonitoring & responseInitial hardening
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AI for reporting

Categorisation

Identification / classification

Link support tickets and monitoring alerts

Assessment Prioritise support tickets

Recommendation Formulate response to support tickets

Prediction Predict impact on the scoring

RecoveryReportingMonitoring & responseInitial hardening
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AI for recovery

Categorisation

Identification / classification

Find similar devices as a template for recovery

Find devices that need to be recovered

Assessment

Recommendation

Prediction

RecoveryReportingMonitoring & responseInitial hardening
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Automated Blue Team

framework overview

Picture: NATO CCDCOE
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Case study: A user mistakenly downloads 

and executes a malicious file
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Case study

▪ Configure all clients to send HTTP(s) traffic via a proxy

▪ Enable detailed logging and send logs to a central server

▪ Set up recording of all network traffic and feature 

extraction

RecoveryReportingMonitoring & responseInitial hardening
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Case study

▪ Proxy detects the 

malicious payload

▪ Logging reports the 

execution of an unknown file

▪ Sniffer detects connection 

to C&C server

RecoveryReportingMonitoring & responseInitial hardening
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Case study

▪ Proxy detects the 

malicious payload

▪ Logging reports the 

execution of an unknown file

▪ Sniffer detects connection 

to C&C server

→ Remove payload

→ Block execution

→ Drop packets

RecoveryReportingMonitoring & responseInitial hardening
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Case study

▪ Human-readable report with information about the 

incident

▪ Malware source (compromised webserver)

▪ Malware type

▪ …

RecoveryReportingMonitoring & responseInitial hardening
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Case study

▪ Restore a device if the malware was executed

E.g., from a backup

RecoveryReportingMonitoring & responseInitial hardening
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Current status of the project

42Dr. Roland Meier
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Current status of the project
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• We work with data from the Swiss Blue Team 

and other collaborating nations 

• Since 2023, we (researchers) participate as a 

separate Blue Team in Locked Shields for 

data collection

• Datasets collected in 2023 and 2024 are 

(soon) publicly available

44Dr. Roland Meier

Training and testing AI models 
requires high-quality datasets

LSPR

23

LSPR

24
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45Dr. Roland Meier

The LSPR23 dataset
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Current status of the project
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• Initial results showed that the approach works well in some cases (when training and 

testing was in similar settings), but it does not generalize well

47Dr. Roland Meier

We used supervised learning to detect 
“Command and Control” traffic

LS17 LS18 LS19 LS21 LS21

LS17 0.993 0.966 0.007 0.856 0.215

LS18 0.945 0.993 0.060 0.806 0.167

LS19 0.743 0.928 0.791 0.351 0.000

LS21 0.952 0.918 0.038 0.986 0.158

A

A

A

A

A A A A B

Training data

Test data

F1 scores
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Current status of the project
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• Currently two tools:

• Automatically change all login credentials

• Scan the network for nginx web servers, analyze their 

configuration and fix some misconfigurations 

automatically

50Dr. Roland Meier

We detect and fix common 
misconfigurations automatically
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• Using Generative AI / LLMs 

• Parse support tickets 

• Generate reports

• Generate code or configuration

• Improve existing models such that they generalize better

• Building an additional training and testing environment

51Dr. Roland Meier

Other topics we are currently 
(planning to) investigate
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The Cyber-Defence Campus connects 
government, academia and industry
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cyber-defence-campus

cydcampus.admin.ch

roland.meier@ar.admin.ch

Dr. Roland Meier

Thank you for your attention!
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