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There are not enough experts in this field
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AI is everywhere…
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… why not in cyber defense?
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The HI behind the AI

• Allard Dijk

• Roland Meier

• Mauno Pihelgas

• Cosimo Melella

• Peter Hladký

• And many more
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The history
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Research goals
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How can automation / AI help for cyber defense?

And eventually…

What would it take to have a fully automated Blue Team 

in a future iteration of Locked Shields?



Locked Shields is the ideal 
testing ground for AI research
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The number of people required 
in a Blue Team continuously increases
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[Smeets, Max. "The role of military cyber exercises: A case study of Locked Shields." CyCon 2022]



Automated Blue Team

framework overview

Picture: NATO CCDCOE

ControlInput Output

11



Automated Blue Team

framework overview

Picture: NATO CCDCOE

▪ …

Sensors (examples)

Network traffic

Event logs

External monitoring

Support tickets

S
e
n
s
o
r 

In
p
u
t 

In
te

rf
a
c
e

Device credentials

Control Output

12



Automated Blue Team

framework overview

Picture: NATO CCDCOE

▪ …

Sensors (examples)

Network traffic

Event logs

External monitoring

Support tickets

Remote 

management

Firewall and  

routing rules

Device reset

Chat message

Report

A
c
tu

a
to

r 
O

u
tp

u
t 

In
te

rf
a
c
e

S
e
n
s
o
r 

In
p
u
t 

In
te

rf
a
c
e

Actuators (examples)

Device credentials

Control

13



Automated Blue Team

framework overview

Picture: NATO CCDCOE

▪ …

Sensors (examples)

Situational 

Awareness

Network traffic

Event logs

External monitoring

Support tickets

Remote 

management

Firewall and  

routing rules

Device reset

Chat message

Report

A
c
tu

a
to

r 
O

u
tp

u
t 

In
te

rf
a
c
e

S
e
n
s
o
r 

In
p
u
t 

In
te

rf
a
c
e

AI Engine Control Logic

Actuators (examples)

Device credentials

14



AI Engine

First we focused on 

the data collection

Picture: NATO CCDCOE
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Since Locked Shields 2023 we use the 
partners run for data collection

• We participated as a blue team during 
the partners run

• Results include two public datasets
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• Network traffic

• Labels

• Event logs

LSPR
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Four levels of AI

Level 0: Reactive narrow AI

Level 1: Limited-memory narrow AI

Level 2: General AI

Level 3: Super AI

Signature-based decisions

“Machine learning” today

Mimics human intelligence

Surpasses human intelligence
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We are also looking at Generative AI
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Automated
patching

Report
generation
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And after the Locked Shields 2025?

• Automated detection and 
response to some types of 
attacks

• Applying LLMs for detecting and 
responding to attacks

• Evaluation in LS 2026?
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LSPR
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Towards a fully automated Blue Team 

at Locked Shields

Thanks for your attention!

Dr. Roland Meier

armasuisse
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