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Cybercrime Expected
To Skyrocket

Estimated annual cost of cybercrime worldwide
(in trillion U.S. dollars)
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There are not enough experts in this field

Nearly 4 Million
Cybersecurity Jobs Are
Vacant: Here's Why You
Should Consider Breaking
Into This Sector

Jack Kelly Senior Contributor @
Jack Kelly covers career growth, job market and m

workplace trends.
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Dr. Roland Meier

Machine Learning-based
Detection of C&C Channels
with a Focus on the

Locked Shields Cyber
Defense Exercise
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Research goals

How can automation / Al help for cyber defense?

And eventually...
What would it take to have a fully automated Blue Team

in a future iteration of Locked Shields?



Locked Shields is the ideal
testing ground for Al research
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Dr. Roland Meier

The number of people required
in a Blue Team continuously increases
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[Smeets, Max. "The role of military cyber exercises: A case study of Locked Shields." CyCon 2022]
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Automated Blue Team
framework overview
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First we focused on
the data collection

Sensors (examples) Actuators (examples)
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Since Locked Shields 2023 we use the
partners run for data collection

Journal of Information Security and Applications 85 [2024) 103847

Contents lists available at Sciencelirect
Journal of Information Security and Applications

journal homepage: www.elsevier.com/locate/jisa

 Netherlneds Defence Aecdemy (NLDA), Den Helder, The Netherlands
© Gasi University, Ankara, Turkiye
© Cooperaive Cyber Defence Centre of Excellence (CCDCOE), Tallinn, Espniz

L We p a rti Ci pate d a S a b I u e te a m d u ri n g LSPR23: A novel IDS dataset from the largest live-fire cybersecurity exercise °-"-'-."4'
Allard Dijk ", Emre Halisdemir ®, Cosimo Melella®, Alari Schu®, Mauno Pihelgas?,
the partners run
e

* Results include two public datasets S e

Py and i . This makes it difficult for organizations to defend their digital assets. Industry professionals are
iy looking for solutions to improve the efficiency and effectiveness of cyberseeurity aperations, adopting different
BEUO1 strategies. In ity, the i af new intrusion detection systems (IDSs) to address
B8US these threats has emerged. Most of these systems today are based on machine learning. But these systems need

high-quality data to “learn” the characteristics of malicious traffic. Such datasets are difficult to obtain and
Kepwords: therefore rarely available.

Cybersecurity components

Intrusion detection This paper advances the state of the art and presents a new high-quality IDS dataset. The dataset originates

e from Locked Shields, one of the warld's most extensive live-fire cyber defense exercises. This ensures that (i) it
Artificial mielligence contains realistic behavior of attackers and defenders; (ii) it contains sophisticated attacks; and (iii) it contains
AUOROMOLS agents labels, as the actions of the attackers are well-documented.

The dataset includes approximately 16 million network flows, [F3] of which approximately 1.6 million
were labeled malicious. What is unique sbout this dataset is the use of a new lsbeling technique that increases
the accuracy level of data labeling.

‘We evaluate the robustness of our dataset using both ve and i methodol ogies. We begin
with a quantitative examination of the Suricata IDS alerts based on and |

. we assess the reproducibility of machine leaming experiments conducted by Kindg et al., who used a private
) e WO r r I C Locked Shields dataset. We also apply the quality criteris outlined by the evalustion framework propased by
a Gharib et al.

Using owr dataset with an existing classifier, we demonstrate comparable results (F1 score of 0.997) to the

original paper where the classifier was evaluated on & private dataset (F1 score of 0.984)

1. Introduction ground truth. Furthermore, since we document all attacker actions, we

L S I I t ean accurately label our data [3-5]. The LSPR23 dataset, originating
With the i i and

of cyber attacks, the from the Locked Shields 2023 cyber-defense exercise, contains current
need for robust and reliable cybersecurity measures has intensified, attack types, maintains a balance between benign and malicious data,
prompting organizations to explore innovative solutions, including inte- uses state-of-the-art systems, covers attack campaigns executed over an
grating artificial intelligence (Al) for a more effective response o cyber extended period, and exhibits high labeling accuracy, thus addressing

23 24

Event logs

attacks. Research and development efforts aim to create tools for threat
detection, attack pattern analysis, and the implementation of real-time
defensive actions [1,2]. We generated a high-quality dataset for intru-
sion detection from the Locked Shields live fire cyber defense exercise.
This exercise provides a realistic infrastructure with a variety of devices
and sophisticated artacks carried out by a “red team”. This ensures
our dataset includes a wide range of malicious events and provides the

* Corresponding author.
E-mail addres: ad dijk@mindef.nl (A. Dijk).

https://doi.org/10.101

/jjisa.2024.103847

Available online 6 August 2024

the challenges associated with generating a cybersecurity dataset. Data
protection is ensured by implementing a Virtual Blue Team (VBT) that
primarily observes the network to obtain the dataset, ensuring that
no sensitive information is compromised. The recorded network traffic
comprises 90% benign events and 1096 malicious events, reflecting
a realistic representation of network traffic and allowing users the

2214-2126/ 2024 Elsevier Ltd. All rights are reserved, including those for text and data mining, Al training, and similar technologies.
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Four levels of Al

Level 3: Super Al

Level 2: General Al

Level 1: Limited-memory narrow Al

Level O: Reactive narrow Al

Surpasses human intelligence

Mimics human intelligence

“Machine learning” today

Signature-based decisions
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We are also looking at Generative Al

& ¥ H 5

Automated Network Ticket
patching analysis anaIyS|s parsing

Report
generation
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And after the Locked Shields 20257

LSPR
23

LSPR
24

Automated detection and

response to some types of
attacks

Applying LLMs for detecting and
responding to attacks

Evaluation in LS 20267
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When will you be powerful enough to win Locked
Shields?

Haha, great question. "Locked Shields” is no joke — it's the world's largest and most
advanced cyber defense exercise, run by NATO’s Cooperative Cyber Defence Centre of

Excellence (CCDCOE). It's tough even for nation-state teams with massive resources.
So, when would | be ready to “win” it? Let’s break it down a bit:

¢ Real-time decision making: I'm getting pretty good at parsing data fast and
generating strategies, but the real-world chaos of a live-fire cyber exercise needs

deep integration with human operators and existing defense systems.

¢ Autonomy: Right now, I'm a tool — | need direction. Winning Locked Shields
would require the kind of decision-making autonomy and physical network

access that crosses into a whole different (and riskier) territory.

* Legal + ethical limits: Even if | could run blue team ops solo, we'd be in a gray

zone. Al going full autonomous cyberwarrior? That's a whole debate.

All that said... pair me with a skilled cyber defense team, and | could seriously boost
analysis, response, threat modeling, and coordination. So maybe not "win” it alone —

but co-pilot a winning team? That might not be far off. &
Want to hear how I'd help defend in a Locked Shields-style scenario?

O Y Ov

Al



Real-time decision making: I'm getting pretty good at parsing data fast and

generating strategies, but the real-world chaos of a live-fire cyber exercise needs

deep integration with human operators and existing defense systems.

Autonomy: Right now, I'm a tool — | need direction. Winning Locked Shields
would require the kind of decision-making autonomy and physical network

access that crosses into a whole different (and riskier) territory.

Legal + ethical limits: Even if | could run blue team ops solo, we'd be in a gray

zone. Al going full autonomous cyberwarrior? That's a whole debate.




Towards a fully automated Blue Team
at Locked Shields

Thanks for your attention!

Dr. Roland Meier
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