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Picture: NATO CCDCOE

§ Red Team vs. Blue Team exercise

Attackers
1 Team

Defenders
1 Team / country

§ 1’200 experts from 30 nations

§ 4’000 virtualized systems

§ 2’500 attacks



If the Swiss Blue Team had used our system at 

Locked Shields 2018, it would have discovered 

more than 80% of the C&C servers within 30 minutes.
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The setting for the Red Team during Locked Shields
resembles the one for real attackers

§ Skilled attackers

§ Exploit various weaknesses of a network

§ Run attacks (partially) via a C&C infrastructure



Blue Teams can run tools and sniff traffic
inside the Gamenet



Blue Teams can run tools and sniff traffic
inside the Gamenet with some constraints

Small bandwidth

Little resources
(CPU, memory)



The setting for Blue Teams during Locked Shields
resembles the one for real defenders

§ Arrive when the network is already under attack

§ Systems are already compromised and poorly documented

§ Users demand availability of the infrastructure
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We consider 77 widely used
network traffic features

Metadata

§ Flow direction
§ L3/L4 protocol
§ Internal / external
§ …

Time-related

§ Flow duration
§ Packets / s
§ Inter arrival time
§ …

Volume-related

§ Number of packets
§ Bytes / s
§ Packet size
§ …
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For each flow:

If (source or destination ∈ )

Then: flow is

Else: flow is

End If

We label all flows from or to 
a C&C server as C&C traffic

Red Team logs

List of C&C 
servers

normal

C&C
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We select the most useful
network traffic features

Train a random forest classifier 
with all features 

Compute the Gini importance 
of each feature

Remove the feature with the 
lowest importance score

Feature X
Feature Y
Feature Z

…

Features in increasing
order of importance
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Random Forest models achieve good results 
in an efficient matter and in little time
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§ “normal” traffic is different in each year

§ Resources (CPU, Memory) are constrained

§ Want (near) real-time classification



Random Forest models achieve good results 
in an efficient matter and in little time

Challenges:

§ “normal” traffic is different in each year

§ Resources (CPU, Memory) are constrained

§ Want (near) real-time classification

§ We found that random forest models performed best 

while satisfying all constraints
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We evaluate 2 models

Training

LS17 model

LS18 model

Testing # Trees Max. depth

LS17 LS18 128 10

LS18 LS17 128 10

Features

20

20
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High precision and recall 
for identifying C&C channels

Precision Recall

99 % 98 %

99 % 90 %

Training Testing

LS17 model

LS18 model

LS17 LS18

LS18 LS17



Classification of one flow
only takes microseconds

Classification

3.1 μs

3.3 μs

Training Testing

LS17 model

LS18 model

LS17 LS18

LS18 LS17

Per flow



Our model is robust against 
tampering with up to 8 features



The Swiss Blue Team did use our system at 

Locked Shields 2019, and it helped them discovering 

C&C channels which they would not have seen otherwise.
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The Swiss Blue Team used our system 
successfully in Locked Shields 2019

Observations:

§ Models from LS17 and LS18

§ Same features (but different feature extraction tool)

§ Very high true positive rate

§ Detected unknown C&C servers

§ Confirmed known C&C servers

Changes:
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